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The Architecture of Switched LANs

Executive Summary

Thiswhite paper is aimed at network planners and administrators who are concerned
with planning the evolution of LAN installations to embrace the new generation of
LAN switching technology. It isprincipally concerned with addressing the roles of
switching and routing within the LAN, and the design of switched LANs around these
two functions. The paper argues that switching should be treated as an opportunity
for strategic upgrade of the LAN rather than as atactical adjunct to routing. By
connecting all LAN segments together with LAN switches and linking routersto the
LAN through these switches, we can successfully optimize the performance/cost
characteristics of the LAN, while at the same time improving flexibility and
simplifying management.
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The Architecture of Switched LANs

The Architecture of Switched LANs

Large LAN instalationsinvariably consist of multiple LAN segments linked together
by various kinds of internetworking devices — such as bridges, routers or switches. As
constantly growing user demand for LAN bandwidth must be reconciled with the
fixed 10 or 16 Mbps bandwidth of Ethernet or Token Ring segments, so the number of
distinct LAN segmentsin atypical LAN installation is set to grow dramatically.

LAN switching has rapidly established itself as the technology of choice for boosting
LAN capacity through increased LAN segmentation. Thisis because LAN switches
can provide high performance transfer of LAN packets between and among large
numbers of LAN segments, at low cost. Just as routers, in the past, have largely
displaced bridges for interconnecting LAN segments, so switches are tending to
displace routersin the LAN. But how far can thistrend go? Isit possible to do
without routersin the LAN?

There is no question about the need for routers to provide physical connectivity and
protocol translation to interconnect switched LANSs across the WAN. But opinions
begin to diverge when we seek answers to questions such as:

o What istherole of routing within the switched LAN?

o  What isthe optimum balance of switching and routing in the switched LAN?

o What isthe best way of physically interconnecting switches and routersin the
LAN?

This paper sets out to provide rational answers to these questions.
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Switching and Routing: Definitions

Before embarking on a discussion of the roles of switching and routing within the
LAN, itisaswell to be clear about the distinction between these two technologies.

LAN switches are like bridges. Generally they interconnect LAN segments of the
sametype, i.e. al Ethernet or all Token Ring. They may pass packets between ports
transparently, or, if we are referring to Token Ring, by means of Source Routing.
Transparent switches are not visible to end stations: they learn where stations are by
monitoring all the packets on the LAN segments attached to their ports, and they
direct packets to the appropriate ports according to the destination Ethernet or Token
Ring address in each packet. This also means that they operate independently of the
networking protocol that is being used by the end stations to communicate with each
other —whether it be TCP/IP, Novell IPX, NetBIOS or IBM SNA. Source Routing
switches for Token Ring differ from transparent switches only in that packets are
directed to ports across the switch by information inserted into each packet by the end
station, but again this is independent of the networking protocol.

In some cases, switches may be used to interconnect dissimilar LAN technologies.
For example, some switches can interconnect Ethernet segments across an FDDI
backbone. In this case, the switch is performing a simple translation of frame format
from Ethernet to FDDI. Thisis donein such away as to preserve the principle of
transparency to the end stations.

Routers, on the other hand, are designed with the capability to relay packets from
amost any type of network to any other. They are not transparent to end stations:
indeed, an Ethernet end station that wishes to communicate with another end station
the other side of the router actually addresses its Ethernet packets to the router, not the
intended destination station. When arouter receives a packet from one Ethernet LAN
segment to be relayed to another, it strips the Ethernet header off the packet, examines
the network address specified in the protocol header, and then looks up atable to
determine whether this destination lies locally on one of its attached LAN segments,
or whether the packet has to be sent on to another router. Having made this
determination, the router will attach a new Ethernet header to the packet and send it
onitsway.

Routers maintain complex [ook-up tables to enable them to determine on which port to
forward each packet. These tables are constructed by each router in cooperation with
the other routers in the network, which pass information to each other about the state
of paths through the network. The protocols and processes involved in this route
determination are complex, and require a good deal of computing power and memory.

To summarize the essential difference between switching and routing within the LAN:
packets passing through routers undergo a great deal more processing than packets
passing through switches. Asaresult, routers tend to cost alot more than switches for
agiven level of performance. In addition, each packet tends to spend alot lesstime
passing through a switch than through a router, and the lower latency of switches
provides additional performance benefits. On the other hand, the processing power of
routers can be harnessed to provide a greater degree of control than is usually possible
with switches.
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Network Design Goals

We cannot usefully discuss the optimum combination of switching and routing
technologies for building switched LANs without identifying the design goals for the
network. The following are some typical design goalsfor switched LANS:

High aggregate capacity for reasonable cost

o Low end-to-end latency

« Flexibility to accommodate changing traffic patterns

o Easeof configuration and set-up

« Minimal administrative overhead associated with moves and changes

« Effective control of access to networked resources

In the discussion that follows, it will become clear that the majority of these goals are
best met with a LAN design in which switching is the dominant technology, and
where routing plays an important, but minor role. A high proportion of switching in
the mix is generally desirable because switching offers greater traffic capacity at lower
cost than routing, and isinherently easier to install, configure and manage.
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What is the Role of Routing in the Switched
LAN?

There are four principle functions which may be performed by routers within the
switched LAN. A clear understanding of these functions provides useful insight into
the role of routing within the switched LAN. The four functions are:

« Dividing the switched LAN up into broadcast domains, and linking these
domains together

o  Packet transfer between different subnets
« Interconnecting different LAN technologies
o  Providing security of access for L AN-attached resources

These are certainly not the only functions that are performed by routers. When used
to connect the LAN with the WAN, routers carry out a variety of protocol translations,
for example to Point-to-Point Protocol for private line or dial-up connections, or to
Frame Relay. They may also implement functions such as Data Link Switching to
enable SNA traffic to be encapsulated in IP. But these functions are specific to WAN
connectivity, and we are concerned here only with what happens in the switched LAN.
Hence our focus on the four functions identified above.

Dividing the Switched LAN into Broadcast Domains

LAN technologies such as Ethernet and Token Ring provide the ability for any station
to send a packet which will be received by all other stations on the LAN — a process
known as broadcasting. Almost all networking protocols used on LANs make use of
broadcasts to implement operational and administrative mechanisms, such as enabling
client stations to locate servers, and allowing networked resources to disseminate
information about available services.

In general, it can be said that the more stations there are attached to a LAN, the more
broadcast traffic will be generated. Thisistrue also when large LANSs are constructed
by linking many LAN segments together with bridges or switches.

Broadcast Protocol ~ Source Purpose Typical Frequency
Service Advertising NetWare servers Informs other NetWare Once per minute from each
Protocol servers about available server

services
Service Advertising NetWare clients L ocates nearest server When client shell isloaded
Protocol

Routing Information
Protocol

IPand IPX routers

Informs other routers
about network topology

Once per minute from each
router

Routing Information NetWare Clients Learn NetWare network When client shell isloaded
Protocol number
Address Resolution IP stations Learn the MAC address When an | P-based
Protocol associated with aknown gpplication isloaded

IP address

NetBIOS Add Name
Query

NetBIOS stations

Ensure no duplicate name
exigts

When aNetBIOS-based
application isloaded

NetBIOS Name
Query

NetBIOS stations

Learn the MAC address

When aNetBlOS-based
application isloaded

Figure 1: Common Broadcast Protocols within the LAN
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Background Broadcast Traffic

The level of broadcast traffic that is observed within a LAN will depend not only on
the number of stations that are attached, but also on arange of other factors such as
the number of servers and routers on the LAN, the types of protocolsin use, and the
frequency with which users start up and shut down networked applications. Also, the
observable broadcast characteristics of Token Ring LANs differ from Ethernet, in that
Token Ring has the concept of source route explorer frames which may get replicated
when there are multiple choices of route through a bridged network.

Because of the variety of factors that affect background broadcast traffic levelsin the
LAN, itisdifficult to give clear general guidelines. However, practical measurements
have shown that, even with flat bridged or switched LANSs containing many hundreds
or even thousands of nodes, the average level of background broadcast traffic is
typically no higher than 10-30 packets per second, with occasional bursts of up to 100-
150 packets per second. Since 30 broadcast packets per second represents around one
quarter of one percent of Ethernet wire speed (based on average broadcast packet size
of 100 bytes), the impact of this broadcast traffic is on network performanceis
negligible.

While these levels of broadcast traffic have negligible impact within the LAN, the
same cannot be said about WAN connections. Background broadcast traffic can
absorb a significant proportion of costly WAN bandwidth on low-speed leased lines,
and routers perform a valuable role in minimizing the impact of broadcasts in this
context.

Current trends in the type and usage of networking protocols and software are tending
to reduce the amount of background broadcast traffic seen in the LAN. For example,
the usage of NetBIOS, a particularly broadcast-intensive protocol, is declining. Also,
new features incorporated by Novell in NetWare 4.x, including NetWare Directory
Services and support for the NetWare Link State Protocol, dramatically reduce the
amount of Service Advertising Protocol (SAP) and Routing Information Protocol
(RIP) traffic that is seen in NetWare installations.

»

0.10

anydumg jo sfmueaiey

1.4 18.00 100.00 1500.00
Broadcawt Pechely por Secomd

Figure 2: Frequency of Broadcast Packets Measured on a 3,000 Node Flat Network
(Principal Protocols: NetBIOS, 1PX)
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Broadcast Storms

Long-serving network administrators may remember atype of problem that arose in
the early days of widespread LAN deployment known a*broadcast storm”. Thisisa
kind of chain reaction which could occur in large networks where a high level of
broadcast traffic could temporarily saturate parts of the network, causing stations to
lose connections to servers, triggering more broadcast traffic as these stations sought
to re-establish their connections. The resulting rapid increase in broadcasts could
cause growing saturation throughout the network, precipitating a catastrophic loss of
communication.

The introduction of routers is widely credited with providing the solution to the
problem of broadcast storms. Broadcasts which are transmitted by clientsto find
servers are not propagated across routers, because a client that needs to communicate
with a server on the other side of arouter actually sends the packet to the router for
onward transmission. Thus the router provides akind of “broadcast firewall”, which
limits the propagation of broadcasts, and prevents the chain reaction which might
trigger a broadcast storm.

Fear of broadcast storms has often led to a very router-centric approach to LAN design
—atrend which the influential router vendors have done much to encourage. We
illustrate what is meant by a router-centric architecture later in this paper.

There is no question that the broadcast storms experienced in large LANs in the days
of bridged LAN architectures could cause serious loss of network service. However,
the problems arose primarily from three factors which are largely absent today:

The use of remote bridgesto link external sites over low speed leased lines. The
original remote LAN bridges incorporated little or no broadcast filtering capabilities,
and levels of broadcast traffic that used a negligible proportion of Ethernet’s 10 Mbps
bandwidth could quickly saturate a 64 kbpsline. The resulting loss of station
connectivity could easily trigger a broadcast storm. Modern practice uses routersto
support low speed connections to remote sites, and these routers prevent the remote
links from becoming saturated with broadcasts.

Idiosyncrasies in the implementation of |P protocol stacksin end stations. The
literature on | P identifies a number of historical implementation issues with end
station protocol stacks that could cause broadcast storms. Among these are the
requirement in some earlier versions of Berkeley Unix that stations should forward
packets sent to them with an incorrect | P address, and the possibility that end stations
could send Internet Control Message Protocol (ICMP) error messages in response to
certain kinds of broadcast packets. Current versions of 1P implementations have
eliminated these issues.

Poorly performing implementation of the network interfaces and protocol stacksin
end stations. Historically, a combination of insufficient processing power, inadequate
buffer memory and immature software implementations of protocol stacks resulted in
excessive sensitivity to broadcast traffic at LAN stations. With LAN interfaces
becoming congested at relatively low levels of broadcast traffic, connections could be
lost, and the resulting attempts by stations to re-connect could create the conditions for
abroadcast storm. With the benefit of ten years maturing of the technology, LAN
interfaces can now handle very high rates of broadcasts without becoming congested.
The threshold level of broadcast traffic that might risk triggering a storm has thus
been raised by orders of magnitude.
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In summary, the risks of broadcast storms within switched LANstoday are often
greatly exaggerated. With a modest amount of attention paid to the correct
configuration of LAN switches, there is no reason why large “flat” switched networks
containing thousands of nodes cannot be constructed — with very substantial benefits
in terms of price/performance and flexibility. More on this later.

Packet Transfer Between Subnets

Widely used networking protocols such as IP, IPX and NetBIOS provide a Network
Layer addressing structure which is largely independent of the underlying LAN
transport. Both IP and IPX are known as routable protocols. This means that they
implement a hierarchical addressing scheme of the form <network id « host id> to
identify all networked hosts. NetBIOS is known as a non-routabl e protocol, since
networked hosts are identified ssmply by a name which has no hierarchical structure.

The addressing structure of networking protocols has important implications for the
design of switched LANS, because the hierarchical nature of the addresses requires
that networked stations be divided into groups that have the same <network id>, and
the only way that a station in one group can communicate with a station in another
group isto send packets to arouter for forwarding. This section therefore describes
addressing schemes in considerable detail, while another section later in this
document describes strategies for working around some of the limitations of these
schemes.

IP Addressing

IP uses atotal of four bytes (32 hits) for Network Layer addressing. The split of the
number of bits between <network id> and <host id> is somewhat flexible.
Organizations that use | P can choose to employ a private addressing scheme, in which
case they have a great deal of flexibility in the way that the network addresses are
structured, or they can use the public scheme administered by the Internet Assigned
Numbers Authority (IANA) which allocates blocks of globally unique | P addresses.

Most organizations using |P on alarge scale choose to use a public addressing
scheme. The problem hereisthat with only four bytes, the address space for creating
globally unique addresses is very constrained. As aresult, many organizations are
forced to use an address format that places serious limitations on the number of
stations that can intercommunicate using IP on a LAN without having to passviaa
router.

With routable protocols, each end station has a network address consisting of
<network id  host id>. For IP, the address of each end station is normally manually
configured by the network administrator. When an end station wishes to
communicate with another end station whose | P address it knows, it compares the
<network id> of the destination station with its own <network id>. If they arethe
same, this means the destination station is effectively on the same LAN, and we just
need to find out its LAN address, for which we use the Address Resolution Protocol.
If they are not the same, then the stations will have to communicate via one or more
routers. Routers contain information about how to reach al the different network ids.



The Architecture of Switched LANs

What thisall meansin practice is that routers may be needed in the switched LAN to
enable end stations with different network idsin their |P addresses to
intercommunicate. With the commonest scheme in use, Class C addressing, we have
to divide LAN usersinto groups of not more than 254 stations with the same network
id. Communications within these groups may take place directly across the switched
LAN, while communications between the groups must take place via arouter.
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Figure 3: Composition of Typical Class C IP Address

IP Addressing: Subnetting

While the most commonly used I P addressing scheme, Class C, suffersthe limitation
that no more than 254 stations can belong to the same subnet, other |P addressing
schemes are not so limited.

Many larger organizations are fortunate enough to have been allocated one or more
Class B or even Class A addresses by the IANA. A Class B address configured as a
single subnet supports up to 65,534 stations, while a Class A address allows over 16
million stations on a single subnet. The IANA is now extremely reluctant to allocate
new Class A or B addresses because there are so few remaining unallocated, and a
strong justification must be made in support of any application to the IANA for Class
A or B addresses.

In practice, no real network is going to need as many as 65,000 stationsin asingle
subnet, let alone 16 million. To make better use of the allocated address space, it is
usual to configure a“ subnet mask” that allocates some of the <host id> address space
to the <network id>. With aClass A address, the <network id> portion of the IP
addressis normally thefirst 8 bits of the | P address, while for a Class B address, the
<network id> isthe first 16 bits of the IP address. But if we allocate an additional 6
bits, for example, from the <host id> space to a Class B address, then we effectively
split the Class B address into 62 smaller subnets with up to 1,022 stations per subnet.
(We might expect to get 64 subnets out of this Class B address by adding 6 bitsto the
<network id>, although in fact we only get 62, for reasons that are too complex to
explain here).

Martwork id Host id

Clase B netwodk number ot

| oSbhs | =bm | bt | 1wobm |
1111444141141 4141411414141 41100000000
Bubnal Mk = SEESEK D0
Figure 4: Composition of a Class B Address Divided into 62 Subnets
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Organizations that own Class A or Class B I P addresses have a valuable asset that
should be used wisely. Setting the size of the subnet mask is critically important to an
organization’s ability to make the best use of its addressing space. The subnet mask
should be large enough to support the maximum number of distinct subnets required
(for example, there may need to be one subnet per branch office), while at the same
time allowing for large enough subnets in major sitesto enjoy the full price/
performance benefits of switched LANS.

The worldwide pool of Class A and Class B addresses is extremely limited. Many
organizations applying to the IANA now are likely to have to work with Class C
addresses if they want access to the Internet. Strategies for working around the
limitations of Class C addressing are discussed later.

IPX Addressing

Novell’s IPX protocol suffers few of the addressing limitations seen with IP. In the
IPX protocol, the Network Layer address occupies ten bytes, of which the first four
bytesisthe network id and the last six bytesisthe host id. The host idisin fact
simply a copy of the burnt-in address of the LAN adapter, which itself isa globally
unique number allocated by the Institute of Electrical and Electronic Engineers
(IEEE). The network id is obtained by each station when it is started up by
broadcasting a reguest to the NetWare servers on the LAN.

Therefore with IPX, there is effectively no limitation on the number of stations which
can have the same network id. Within a correctly designed switched LAN, all IPX
stations can freely intercommunicate across the LAN switches without having to go
through arouter.

NetBIOS Addressing

NetBIOS stations are addressed simply by an a phanumeric name which has no
inherent hierarchical significance. Therefore NetBIOS stations need aflat or bridged
LAN across which to intercommunicate. If forced to go through arouter, NetBIOS is
either bridged by the router, or encapsulated in another protocol such as IP.

Network Reality — The Multiprotocol LAN

Most real LANSsin large organizations are required to support a mixture of LAN
protocols. However, the differing characteristics of each protocol’ s addressing scheme
suggests a different optimum LAN design for each protocol. Fortunately, it is possible
to design a switched LAN that provides the optimum performance for IP, IPX and the
non-routabl e protocols.

The traditional approach to LAN design has been IP-centric, and has focused on the
necessity to divide the LAN into subnets as dictated by the |P addressing scheme.
Many organizations have taken the view that, if they have to work with a maximum of
254 stations per subnet, they may as well design the LAN around one subnet per
physical LAN segment. Thisleads to the classical collapsed backbone router
architecture, where every LAN segment is connected to arouter port.
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The problem with this approach is that it requires all traffic between LAN segments,
regardless of protocol type, to pass through one or more routers. In effect, we have
taken a network structure suggested by the limitations of the I P addressing scheme,
and imposed this structure on all the other protocols. Thisignores the possibilities
offered by 1PX to allow much larger numbers of stations within each subnet, all
intercommuni cating without going through a router. It also impliesthat all non-
routabl e protocols such as NetBIOS must be bridged through the routers. The router-
based collapsed backbone therefore requires alarge amount of costly router capacity to
achieve adequate performance.

In summary, the necessity for routers to transfer packets between multiple subnetsin
the switched LAN isimposed only by the limitations of the IP addressing scheme, and
does not apply to IPX and to the non-routable protocols. With the correct design of
switched LAN, the amount of routing capacity within the switched LAN need only be
sufficient to handle the I P traffic passing between stations with different network or
subnet numbers. In most casesit is possible to pass al local IPX traffic and al non-
routabl e traffic everywhere within the switched LAN without passing through a
router. Thiswill be explained in more detail in the section on switched LAN design
below.

Interconnecting Different LAN Technologies

Routers are extensively used in large LAN installations to provide connectivity
between different LAN technologies. Connections between Ethernet or Token Ring
workgroups and an FDDI backbone, and links between Ethernet and Token Ring
LANSs on the same site are two common examples of this.

Therole of the router in supporting connections to FDDI backbonesis being
challenged by LAN switches with translational bridging capabilities between Ethernet
or Token Ring and FDDI. By focusing on simple frame format translation and
eliminating all the complexities of Network Layer protocol processing, these devices
offer FDDI backbone connectivity at a fraction of the cost of routers. And as FDDI
givesway to ATM as the high-speed backbone technology of choice, the task of
connecting Ethernet or Token Ring workgroups to the backbone with switches
becomes even easier —since ATM with LAN Emulation supports the transport of
Ethernet and Token Ring frame formats directly, without the need for translation.

Trandlation bridges for connecting Ethernet to Token Ring have along history of
interoperability problems, and routers remain the best choice for this need. Where
there isamajor need for Ethernet and Token Ring users to share access to common
resources, however, the installation of both types of LAN adapter into each server,
giving direct access to both classes of users, will provide far better performance and
greatly reduce the need for costly router capacity.
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Providing Security of Access

In addition to forwarding packets between different kinds of LAN and WAN
connections, routers generally provide arange of packet filtering capabilities intended
to provide secured access to networked resources. The necessity for secure access for
WAN connectionsis obvious, but many organizations al so take advantage of packet
filtering in routers to secure access within the LAN. Routers can offer a useful
supplement to the security functions that are normally provided by network
applications, and can “hide” networked resources from users who do not have the
authority to access them.

Most routers offer arange of logical rulesthat can be applied to create appropriate
packet filters, based on network addresses, socket numbers, protocol types and so on.
These rules provide great flexibility to enable users to set up precisely the security
functions they require. However, it should be noted that filtering rules are processed
in software for each packet received by the router, and this can have a serious impact
on both router throughput and per-packet latency.



The Architecture of Switched LANs

Router-centric LAN Architectures

In general, the network architecture strategies promoted by the leading router vendors
have evolved through three clear historical phases:

Phase 1 — Elimination of all bridges and replacement with routers, beginning with the
remote bridges and progressing to local bridges. Thisleadsto aLAN architecture
based on a collapsed backbone comprising one or more large multi-port routers,
typically linked by ahigh speed LAN such as FDDI.

Phase 2 — With the supremacy of the collapsed backbone router threatened by a new
breed of internetworking device, the LAN switch, the router vendors are forced to
embrace LAN switching but promote the use of this technology as a workgroup
solution feeding into collapsed backbone routers.

Phase 3 — In a bid to offer greater flexibility to network users, the router vendors
promote the concept of “Virtual LANS" which allow the switched network to be
divided up around the routers logically rather than physically. (The subject of Virtual
LANSsisdiscussed later).

The need to subdivide large LANs into many smaller broadcast domains, whether
physicaly or logically, has been a central theme of the strategies promoted by router
vendors. This should come as no surprise, since it requires routers to provide
communications between the broadcast domains.
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Figure 5: Router-centric Architecture for Switched LANs
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There has never been any question about the superiority of routers over remote bridges
for LAN-to-LAN connectivity over the WAN. The abilities of routers to prevent
broadcasts from saturating low-speed WAN links, to dynamically re-route around
failed WAN links, and to support protocol translation between LAN protocols and
WAN protocols such as Frame Relay and Point-to-Point protocol, are all essential for
a healthy and efficient network.

The historical penetration of routersinto the LAN can probably be attributed to three
key factors: fear of broadcast problems within the LAN; the growing importance of |P
as a networking protocol; and the attraction of large, multi-ported devices for linking
LAN segments, as compared with two-port local bridges.

While we need to be conscious of each of these factors, our judgment about the
relative importance of routing in the LAN should be tempered by the new realities:

o Broadcast traffic within the LAN isless of an issue than it once was, and isin
any case subject to other kinds of control besides the use of routers.

«  WhileIP continues to become more prominent within the LAN, other protocols
remain very important, and an | P-centric approach to LAN architecture may
seriously disadvantage these other protocols.

o LAN switching is amature and widely available technology that provides a more
cost-effective means of interconnecting multiple LAN segments than large
routers.

In the next section we shall discuss how these new realities guide usto an optimum
architecture for switched LANS.

The Design of Switched LANs

The new approach to LAN design starts with the general principle that LAN
switching offers higher traffic capacity at lower cost than routing. In order to
maximize the cost-effectiveness of the LAN, thisimplies that we should aim to switch
as much as possible of the traffic between LAN segments, and route as little as
possible. And if we design the network according to this general principle, it turns
out that we obtain a number of secondary benefits — as we shall see.

The number of stations per physical segment is, of course, an important parameter in
the network design. There are no hard and fast rules about this—it may depend on a
number of factors, including the type of LAN technology (Ethernet, Token Ring or
other), the bandwidth needs of the networked applications, and the physical layout of
the buildings. Local decisions must be taken based on experience, and judgment as to
what constitutes acceptable application performance. Therest of the network design
exercise is now concerned with how we link all the LAN segments together.

We can successfully maximize the amount of traffic that is switched, rather than
routed, between LAN segments simply by connecting all LAN segments together via
LAN switches. This means that there is always a switched path between any two
pointsin the network, and it implies that we are not physically separating parts of the
LAN from one another with routers.
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With all LAN segments connected via switches, we have effectively created asingle
large broadcast domainin the LAN. Asaresult of this, we can expect to see
significant levels of broadcast traffic within the LAN, although thiswill be firewalled
from the WAN by the routers that are used to support the WAN connections. The
overall level of broadcast traffic within the switched LAN isnot likely to consume a
significant proportion of the LAN bandwidth, even in LANs with thousands of nodes
— although this will depend to some extent on the types of LAN protocol in use. In
extreme cases, it may be necessary to take some simple measures to reduce the level of
broadcast traffic within the switched LAN. These measures may include the
configuration of Virtual LANs to break the switched LAN up into a number of
broadcast domains, and the implementation of broadcast filtering in the LAN
switches. We will come back to this subject later.

The Flat, Switched Network

A single, large broadcast domain within the switched LAN has the following
implications for the common LAN protocols:

o WithIPX, abroadcast domain is always a single network id or subnet. All
servers within a broadcast domain must be configured with the same network id,
and the clients obtain their network id information from the servers. Since al
IPX stations have the same network id, they can all intercommunicate directly
across the LAN switches, without passing through any routers.

o  With IP, the <network id> portion of the network address in each station is
usually manually configured, and stations that have different network idsin their
addresses must communicate via arouter. However, stations with different
subnet numbers can co-exist within the same broadcast domain. This means that
if the switched LAN comprises one single large broadcast domain, then stations
with the same network id can be located anywhere within the switched LAN, and
will intercommuni cate without passing through arouter. Stations with different
network ids can only intercommunicate via a router, and therefore there must be
one or more routers connected to the switched LAN to provide for this.

«  With non-routable protocols such as NetBIOS, communication between stations
never requires arouter, and all stations intercommunicate directly viathe LAN
switches.

One obvious question that arisesis: if we need arouter to allow stations on different

I P subnets to intercommunicate, and we have connected all the LAN segments
together with switches, where do we connect the router? The answer is that the router
or routers may simply be connected to one or more LAN switches by one or more ports
at some suitable location in the switched LAN. Traffic that is to be passed from one
station to another via arouter is not constrained to pass between two different physical
ports of arouter —it can enter and leave the router via the same port, provided that the
router port is configured with the details of all the subnets that are present in the
switched LAN connected to this port. Depending on the level of traffic between IP
subnets, the required amount of routing capacity may be provided by existing routers
used to support WAN connections, or by separate dedicated “ one-legged” routers
connected to the switched LAN.
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Figure 6: Router attached to a Switched LAN, for both IntraLAN and InterLAN
Routing

Meeting the Network Design Goals

We have described a switched LAN in which all LAN segments are interconnected by
LAN switches, and which comprises a single flat network. We have also seen how
this meets the first goal, to provide high traffic capacity at low cost, by ensuring that
the vast mgjority of the local traffic is switched rather than routed between LAN
segments. But how well does this approach meet our other network design goals?
High aggregate capacity for reasonable cost

Low end-to-end latency

Flexibility to accommodate changing traffic patterns

Ease of configuration and set-up

Minimal administrative overhead associated with moves and changes

o g > w NP

Effective control of access to networked resources

Low end-to-end latency is helpful in providing high throughput for data transfers,
especially with latency sensitive protocols such as NetWare Core Protocol running
over IPX. Low latency is also arequirement when we want to run networked
multimedia applications. Provided they have been well designed, switches show
considerably lower latencies than routers, with cut-through switches offering the
lowest latency of all. Allowing all segments in the network to intercommunicate via
LAN switches helps to minimize end-to-end latency in the LAN.
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Flexibility to accommodate changing traffic patterns. Traffic patterns within the

LAN are subject to constant change as new applications are deployed and user
populations for each server move around in response to organizational changes. From
the point of view of the network user, the performance he sees will vary according to
the number of hops between the local LAN segment and the server being accessed.
One or more routers between the user and the server can seriously degrade the
observed throughput compared with accessto alocal server. A flat network structure
based on linked LAN switches helps to reduce the number of hops between users and
servers, and the performance characteristics of switches helpsto deliver consistent
performance wherever the users and servers are located in relation to one another.

Ease of configuration and set-up. Switched networks are easier to install, configure
and manage because switches are inherently much simpler devices than routers.
Routers require complex configuration and set-up to provide the desired connectivity
for each protocol, and also require considerable tuning of parametersto obtain
optimum performance. Switches, on the other hand, operate in essentially the same
way for al protocols, and thereislittle to configure to get the network up and
running. ThereforeaLAN which relies primarily on switching to interconnect LAN
segments reduces the effort involved in set-up and configuration.

Minimal administrative overhead associated with moves and changes. LANsin
which al the segments are interconnected by switches reduce the effort involved in
administering moves and changes. In the classical collapsed backbone router design,
each physical segment is associated with asingle IP network id. All of the stations
connected to each physical segment must be configured with an |P address containing
the matching network id. If astation is moved from one physical LAN segment to
another, it is necessary to re-configure the station with a new 1P address to reflect the
changein network id. If, on the other hand, all the LAN segments belong to asingle
broadcast domain, then any station with any network id can be connected to any
physical segment. It will always be able to communicate with other stations that share
the same network id viathe LAN switches, and with other stations that have different
network ids viaarouter. With this design, therefore, there is no need to assign a new
I P address whenever a station is moved. The initial assignment of IP addressesto
stations is based not upon the physical location where the station isto be connected,
but on the logical association of the user with the resources to which most frequent
accessis required.

Effective control of access to networked resources. The final design goal, to provide
effective control of access to networked resources, is not specifically served by LAN
switches. Indeed, connecting all LAN segments together with LAN switches provides
for free access to all network resourcesto al users, at least in terms of network
connectivity. In practice, for many applications, thisiswhat isrequired. Access
control is applied at the application level by passwords and user privileges that are set
up by the system administrator. Where additional security isrequired, it becomes
necessary to separate secured resources from the rest of the network by means of a
router. This separation may be applied physically, where the the secured resources are
attached to LAN segments connected to the rest of the network via arouter, or
logically, by defining avirtual LAN around the secured resources. Virtual LANs are
discussed below.
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Solutions to IP Addressing Limitations

Many organizations have been using |P in their LANs for a number of years, using an
addressing scheme that was defined long before LAN switches and their implications
were widely understood. It is not surprising, therefore, to find that the addressing
scheme currently in use imposes undesirable restrictions on an organization’s ability
to maximize the benefit obtainable from LAN switching. This may be because the
organization has been able to obtain only Class C addresses from the IANA, or
because the organization originally chose a subnetting scheme to suit a router-centric
LAN design, where each physical LAN segment is allocated its own subnet id.

Given the practical difficulties of day-to-day |P address administration, there is often
considerable reluctance even to discuss the possibility of changing an existing 1P
addressing scheme. However, there are a number of options, which can not only bring
improvements through better use of LAN switching, but which may also simplify the
task of address administration itself.

Assign Subnets to Logical User Groups

When | P addresses are assigned to individual end stations, we have to decide to which
subnet the station isto belong. In arouter-centric LAN, it is common to associate a
network id with an individual LAN segment or a physical area of the LAN site, and
therefore to assign users to subnets on the basis of where they are located or to which
LAN segment they are attached. This has two important implications. First, if the
servers to which these users normally connect are located in a different part of the site
or are attached to a different LAN segment, then the users will only be ableto
communicate with their servers across arouter - and suffer the inevitable degradation
in performance. And secondly, usage of the available |P addresses in the subnet
address space may be very inefficient. For example, if we have 60 userson aLAN
segment which is allocated its own Class C network id, then we are wasting 75% of
the available addresses on this subnet.

We have described aflat, switched network in which any network id can be present on
any LAN segment. This allows us to decouple the assignment of network ids to end
stations from the physical location of the station within the LAN, and to focus instead
on the logical communications needs of particular stations. By assigning groups of
end stations and the servers to whom they commonly connect to the same network id,
regardless of their physical location, we can ensure that the majority of users enjoy the
performance benefits of switched connectionsto their “home” servers. Furthermore,
we can make much better use of the available address space within any given network
id.

In practice, this means that the assignment of network ids to end stations should be
based on membership of alogical community rather than physical location within the
LAN. For example, we might define all members of a particular department as
belonging to asubnet. One useful result of this approach is that we don’t need to
assign a new address to an end station that is moved within the LAN. Provided the
user still belongs to the same logical community, he or she will still benefit from
switched connections to the servers within this community.
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Multiple IP Stacks in Servers

By assigning end stations to subnets on the basis of logical communities of
communication, we can substantially increase the proportion of LAN traffic that is
carried on switched connections rather than having to be relayed by routers, with
obvious benefits in terms of overall performance and capacity of the LAN. But there
will be some cases where users from more than one | P subnet need frequent accessto a
particular server. This may happen if arange of different applicationsis being run on
avery large server, or where large groups of users need to access common resources
such as email servers.

An effective solution to this problem isto provide a direct connection between these
servers and multiple subnets. Thisimplies assigning multiple | P addresses to the
server, so that it has alocal presence on each of the subnets that it serves. Some
operating systems, such as Microsoft Windows NT, allow multiple protocol stacksto
beinstalled over asingle network adapter card, so that one physical connection to the
switched LAN supports multiple logical network layer connections. Others may
require that a separate physical network interface be installed for each |P address.

CIDR - Classless Inter-Domain Routing

Classless Inter-Domain Routing (CIDR) is an enhancement to the basic operation of
IP routed networks that sets out to deal with the problem of Internet address space
shortages. CIDR emerged from the observation that Class B addresses offer an
unnecessarily large number of possible station ids (65,534) for most organizations,
while Class C addresses offer too few (254). There are large numbers of organizations
for whom the optimum addressing scheme lies somewhere between these two
extremes.

This led to the idea that such organizations could be assigned contiguous blocks of
Class C addresses which share the same most significant bits in the <network id>
portion of the address. So for example an organization which required atotal of up to
4096 station addresses would be assigned a contiguous block of 16 Class C network
ids, all of which would share the same bit values in the most significant 4 bits of the
third octet of the address.

Just as Class B addresses can be divided into subnets by defining a subnet mask that is
longer than the 16 bits of the base Class B address, so conversely blocks of contiguous
Class C addresses can be “supernetted” or aggregated into larger subnets by defining a
subnet mask that is shorter than the 24 bits of the base Class C address. In the
example given, the 16 Class C network ids could be aggregated into a single subnet by
defining a subnet mask with the most significant 20 bits set, or into 4 subnets of 1022
stations each by defining a 22-bit subnet mask.

The value of CIDR isthat it allows organizations that have not been able to obtain a
Class B address from the IANA the freedom to define subnets with more than 254
stations, and therefore to benefit more easily from the performance gains obtainable
from switching in large LANS.
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The routing protocols necessary to support the use of CIDR have been widely deployed
since the spring of 1994. Nevertheless, it would be wise to check the degree of
support provided by existing routers for CIDR when contemplating the deployment of
this scheme. End station protocol stacks may also need to be checked: older IP
implementations would not support a subnet mask of less than 24 bits for Class C
addresses, although recent implementations, such as that embedded in Microsoft
Windows 95, are compatible with CIDR.

Private Addressing Schemes

Another solution that eliminates the restriction of 254 stations per subnet inherent to
Class C addressing isto use a private addressing scheme.

A portion of the IP addressing space has been set aside by the IANA for private
addressing schemes. In effect, this allows organizations to use a Class A addressing
scheme, which provides avery high degree of freedom to support large numbers of
subnets with large numbers of stations per subnet. The only limitation is that these
addresses cannot be used by stations that need direct access to the Internet. Where
direct Internet access is needed, this must be provided by means of an address
translation gateway, which also acts as a security firewall.

The freedom provided by what is effectively Class A addressing solves many of the
problems caused by limited address space. It is particularly helpful in large
organizations with amix of large sites and many small sites, where even Class B
addressing may not provide the right combination of enough stations per subnet on
large sites with enough subnets to support all the small sites.

However, private addressing schemes introduce considerable extra complexity to
Internet access, so organizations that are contemplating the use of private addressing
should proceed cautioudly if they have any expectation of a growing need for Internet
access.
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Virtual LANSs

The concept of Virtual LANS, or VLANSsfor short, has been much touted by LAN
switch vendors as a new way of exploiting switching technology to bring greater
flexibility to the network.

With aclassical collapsed backbone router-based LAN, all LAN segments are
connected to router ports and the LAN is physically divided up into separate broadcast
domains by the router itself. This means that each LAN segment must be treated as a
separate subnet, and all communications between segments must traverse the router.
For performance reasons, it is highly desirable for users to be able to communicate
with their most heavily utilized servers without having to go through arouter.
Therefore most servers need to be connected locally to the LAN segments where their
user communities are connected.

Theresult is arather inflexible network design that does not adapt well to change.
When user populations move in response to organizational evolution, traffic across the
router can become excessive, and performance suffers.

Theideaof Virtual LANsisto allow broadcast domains within the LAN to be defined
logically rather than physically. In aswitched network where all LAN segments are
interconnected by switches, and where routers are also connected into the switches,
the network administrator can define logical groupings of segments or end stations to
comprise broadcast domains. These domains may be created by means of filtering
broadcast packets within the LAN switchesin such away as to confine any broadcast
originating within a particular VLAN to just those segments that make up thisVLAN.
(Some switches provide additional security by confining also unicast packets within
the VLAN). The routers are then used to provide communications between the
VLANS. Because the broadcast domains are defined logically, via the network
management console, rather than physically, by separating LAN segments with a
router, the network should be far more flexible to accommodate the changing traffic
patterns that are the inevitable result of organizational evolution.

Whilethe VLAN concept sounds attractive in principle, it remains problematic to put
into practice. From the user perspective, the extraordinary flexibility afforded by
VLANS has one very important downside: the administrative burden of defining and
maintaining the VLAN membership lists. And from the vendor perspective, there are
no standards in place for the additional protocols required to implement VLANSs
across switched LANSs that have more than one switch.

Some efforts are being made to simplify and automate the configuration of VLANsto
reduce the administrative burden. One approach is for the LAN switches to identify
the IP network ids of the stations connected to them, and to set the boundaries of the
VLANS to match the boundaries of the IP subnets. This means that when a user
moves to a different segment, the switches will reconfigure his VLAN to follow him.
The disadvantage of this technique is that the VLANs which are defined to suit IP are
then applied to al the other protocols, forcing alot of IPX and non-routable protocol
traffic to pass unnecessarily through arouter.

Much of the emphasis placed on VLANSs s based on two implicit assumptions, both of
which are questionable:
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Switched LANs have to be broken up into a large number of distinct broadcast
domains. The levels of broadcast traffic in the magjority of LANs allow for broadcast
domains containing many hundreds or even thousands of users to be configured
without problems. Therefore, even in the largest installations, the number of distinct
VLANSs needed islikely to be small.

VLANS are necessary to support | P subnets within a switched LAN. Aswe have
discussed earlier, thereis no problem in allowing multiple IP subnets within a
broadcast domain, and therefore there is no necessity to map VLANs directly to IP
subnets.

When developing a policy for implementing VLANS, network administrators should
carefully weigh up the potential benefits of VLAN deployment against the cost of
administering and controlling the membership of each VLAN. Asageneral rule,
VLANS should be made as large as possible consistent with maintaining an acceptable
level of broadcast traffic. Thiswill not only make it easier to decide which users and
which servers should belong to each VLAN, it will aso minimize the amount of
routing capacity that needs to be installed in the LAN to support packet transfer
between VLANS.

In addition to controlling the level of broadcast traffic within the switched LAN,
VLANS can also be used to firewall off parts of the LAN for security purposes.
Routers can then provide a secure link from these VLANSsto the rest of the network.
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Figure 7: Secured resources on a Virtual LAN, linked via a router
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Controlling Broadcasts with LAN Switches

Many LAN switches contain features that may be deployed to help control the amount
of broadcast traffic in the LAN, enabling larger broadcast domains to be created and
therefore maximizing the advantages of switching inthe LAN. There are two kinds of
features that are useful here: overlapping VLANS, and intelligent broadcast filtering.

Overlapping VLANS

The conventional concept of VLANSs s that each VLAN represents a separate and
exclusive broadcast domain. This means that each station can belong to only one
VLAN. With this definition, the only way to pass packets between one VLAN and
another is to send them viaarouter.

However, some LAN switches allow the configuration of overlapping VLANS. There
are two variants of overlapping VLANSs. “Fully flexible” overlapping VLANs alow
each station to belong to one or several VLANS. Broadcasts sent out by a station will
be visible to all the members of all the VLANSs to which the sending station belongs.
“Nested” overlapping VLANS provide for the definition of super VLANS that consist
of groups of smaller VLANSs. Stations defined as belonging to a super VLAN are able
to exchange broadcast traffic with all the stations that are members of the sub VLANS,
but broadcasts cannot propagate from one sub VLAN to another.

Both of these approaches allow for central serversto send to, and receive broadcasts
from, multiple workgroups, while preventing the passage of broadcasts between one
workgroup and another.

The use of overlapping VLANS in thisway can substantially reduce the average
amount of broadcast traffic that is seen on the individual LAN segments and at the
end stations. At the same time, the common resources to which many users need
access can be reached directly via switched connections, without having to go through
arouter. Not only that, but overlapping VLANS can provide a high degree of security,
allowing users on many workgroups to access common resources while denying access
to local resources for users from other workgroups. Thus we have achieved two of the
main aims of router deployment — broadcast control and access security —simply by
the intelligent use of switch features.

Overlapping VLANSs also help with the connection of routers to the switched LAN.
When we connect arouter to a LAN switch to provide alink between VLANS, we
might expect to have to connect as many physical router ports as there are VLANs to
be linked. Thiswould be the case if the VLANS are the conventional, exclusive type.
If we can define overlapping VLANS, then we can define asingle port onaLAN
switch to be amember of al the VLANSsto be linked, and then connect the router to
this port viaa single physical connection. Of course, we would need to configure the
router to recognize all the relevant subnet ids on this port.
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Figure 8: Flexible Overlapping and Nested Overlapping VLANS for Broadcast
Control

Intelligent Broadcast Control

Some LAN switches are capable of applying a degree of intelligence to the forwarding
of broadcast packets, and can therefore reduce the amount of broadcast traffic and
provide security features by means of broadcast filtering. Some typical examples of
intelligent broadcast filtering are:

o IP Address Caching — the switch learns | P addresses by listening to ARP
broadcasts, and either responds to ARPs on behalf of atarget end station, or
forwards the ARP only on the port where the target end station is known to be
located.

o NetBIOS Name Caching — the same technique as IP Address Caching, but
applied to NetBIOS names.

o NetWare Server Discrimination — the switch learns which LAN segments have
NetWare servers on them and which do not, and blocks the forwarding of SAP
broadcasts to segments that have only clients attached.

« Re-circulating Explorers—the switch checks the route taken by Source Route
explorer frames, and discards any such frame that has already traversed any
segment attached to the switch.

The use of these techniquesis agreat aid to building fast, flat switched LANs by
eliminating concerns about the level of broadcast traffic in the network.
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Routing: Where Does It Belong?

So far, we have looked at the role of routing within the switched LAN, and we have
argued that the needs of most LAN installations are best met by interconnecting all
LAN segments with switches, and making minimal use of VLANSs consistent with
acceptable levels of broadcast traffic within the LAN. In many cases, particularly
where we can deploy LAN switches with intelligent broadcast control, this will mean
that we have no need to define VLANSs at all. The result is a network in which all
local users of IPX and non-routable protocols can freely intercommunicate via LAN
switches, without ever having to traverse a router, and the only local traffic that needs
to pass viaarouter is that between different |P subnets.

In this scenario, the amount of routing capacity needed to support the operation of the
switched LAN isminimal. Often, the routers that are in place to support WAN
connections can provide all the capacity that is needed. Because thereisrelatively
little local traffic flowing to and from these routers, their location within the switched
LAN isnot critical.

The switched LAN architectures proposed by the router vendors, not surprisingly, look
alittle different from this. In general, the switched LAN is divided into many
VLANS, and there is therefore alarge amount of routing capacity needed to support
communication between the VLANs. Where there are differences between the
architectures of the router vendors, it is primarily in the location of the routing
functions within the switched LAN.

Two distinctly different approaches to the location of the routing function are apparent
from an examination of the various switched network architectures. One approach
takes a conventional view of routing as a combination of route determination and
packet forwarding, the other splits these functions and distributes them through the
switched network.

The Conventional Model of Routing

The first of these two approaches involves deploying routing at one or more locations
in the switched LAN, alongside the LAN switches. The routing function, which
combines the elements of route determination and frame forwarding, may be carried
out by conventional routers attached through one or more LAN interfaces to the
switched network, or by means of router modulesinstalled in LAN switches.

The potential problem with this approach is that traffic which has to go through a
router (for example, between IP subnets) may have to be “back-hauled” through one or
more LAN switches to get to the router, and that the paths to and from the router may
then become bottlenecks. For example, a station connected to a LAN switch may need
to communicate with a server which is on a different | P subnet, but which is
connected to the same LAN switch. If thereis no router connected locally to this LAN
switch, then the packets that pass between these two stations will have to be sent over
one or more backbone connections to reach the nearest router, and then back again.
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The Distributed Routing Model

The second approach sets out to address thisissue. Theideaisto make every LAN
switch capable of acting both as a switch and as arouter, so that it can switch packets
within subnets and route packets between subnets. In this approach, the switches are
capable of forwarding frames at Layer 2 and at Layer 3, and the proponents of this
architecture sometimes refer to this as “Multi-Layer Switching”. However, if every
switch were capable of doing everything that a router could do, this solution would
become prohibitively expensive. So the routing function is split into two — frame
forwarding and route determination — and the route determination function is
implemented separately from the multi-layer switchesin a centralized “route server”.
This simplifies the design of the multi-layer switches, and reduces the amount of
memory capacity and processing power that would be needed if each switch wereto do
its own route determination.

In this scheme, the central route server controls all the multi-layer switches and
determines, for any pair of stations that wish to communicate, what will be the path
across the switched network. Furthermore, if the stations are on different subnets, the
route server will determine which of the switches along the path will forward packets
at Layer 2, and which will forward at Layer 3.

With the distributed routing model, the entire switched LAN becomes a kind of
“virtual router”. Indeed, some vendors promote their architecturesin just these terms.

Distributed vs. Conventional Routing

The conventional routing scheme has the major advantages of simplicity and openness
initsfavor. By employing routing in atraditional way that combines Layer 3
forwarding with route determination, there is nothing new about routing for the
network administrator to learn. And a clear separation between switching and routing
functions allows best-of-breed solutions from different switch and router vendors to be
deployed with no fear of interoperability issues.

The only real advantage that can be claimed for distributed routing over the
conventional approach isthat bandwidth in the LAN is better utilized if inter-subnet
traffic does not have to be back-hauled across the LAN to the routers. But LAN
bandwidth is relatively cheap — so back-hauling the small proportion of LAN traffic
that is passing between subnets over a 100 Mbps FDDI or 155 Mbps ATM link to the
routing devices does not cause any real problem of cost, performance or scalability. In
any case, the amount of traffic that needs to be back-hauled can be controlled by well-
planned router placement. And distributed routing has a number of serious
disadvantages:

The distributed routing scheme is far more complex. It involves the introduction of
new kinds of route determination algorithms to handle the multi-layer switch concept,
and proprietary protocols for distributing routing information to the multi-layer
switches. It will take years for these new agorithms and protocols to mature, and
there is considerable technical risk in the meantime.
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Trouble-shooting is likely to move into a new dimension of complexity. For example,
for any given session between two end stations on different subnets that passes
through multiple switches, it may be difficult to determine which switches are
forwarding at Layer 2 and which at Layer 3. This has obvious implications for ease of
diagnosing problems.

Distributed routing involves proprietary protocols and is therefore a single vendor
solution. Because the distributed routing model requires the introduction of new and
proprietary protocols between route servers and multi-layer switches, this approach is
effectively a single-vendor solution. While proprietary solutions may occasionally be
desirable where they deliver far higher functionality than standards-based approaches,
in this case the downside of single vendor lock-in does not look like a good trade-off
for the supposed advantages of distributed routing.

Deploying Conventional Routing

Given these disadvantages of distributed routing, the conventional approach to routing
isto be preferred. But this does not imply necessarily that we need to employ
conventional routers to perform the routing function. What it does imply, though, is
that the routing function shall combine route determination with Layer 3 forwarding
in a conventional manner.

If we choose to use conventional routers, we can connect them to the switched LAN by
means of one or more standard LAN interfaces. For example, if we determine that we
need atotal routing throughput of 20 Mbps to handle the local inter-subnet traffic,
then we could connect a router to one of the LAN switches by means of four 10 Mbps
Ethernet interfaces. (To get 20 Mbps total throughput, we must provide 20 Mbps into
and 20 Mbps out of the router).

For higher throughput at lower cost, we could adopt the “one-legged” router approach.
Here we use a conventional router with a single very high speed interface to the
switched LAN, typically 155 Mbps ATM. Since ATM isafull duplex technology,
such an interface can support afull routing throughput of 150 Mbps or more —
provided, of course, that the router can forward at this rate.

We can take this concept one step further, by integrating the routing function directly
into a LAN switch or ATM switch. Here we can save the cost of the physical
interfaces needed to connect the one-legged router by attaching the routing function
directly to the LAN switching or ATM cell switching fabric, to give us the greatest
possible cost efficiency.

Although this approach sounds as though it is the same as the “ Multi-Layer Switch”,
thereis one key difference: the Multi-Layer Switch receivesits Layer 3 forwarding
tables from a central route server, while the integrated routing function includes the
full route determination capability. Instead of integrating part of the routing function
into every LAN switch, what we are doing isintegrating all of the routing function
into some of the LAN switches.
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ATM in the Switched LAN

In the previous section on the deployment of routing in the switched LAN, we touched
for the first time on the subject of a new networking technology that is rapidly
becoming of great relevance to the switched LAN: Asynchronous Transfer Mode
(ATM).

There is not space here to cover the subject of ATM in any detail: the reader seeking

more information is referred to white papers published by Madge Networks on ATM

at the Desktop and LAN Emulation over ATM, as well as numerous widely available
books and articles.

For some network planners, ATM has immediate relevance, whereas for othersits
importance may lie beyond the current planning horizon. Nevertheless, all network
planners responsible for the creation of large switched LANSs should take into account
the effects of possible future deployment of ATM technology in the network, and its
implications for the mix of switching and routing within the LAN.

ATM isaswitched networking technology which uses small, fixed length cellsto
transport information rather than the variable length packets we are used to with LAN
technologies such as Ethernet. Also, unlike Ethernet and Token Ring, ATM is
connection-oriented. This means that a connection has to be set up between two end-
pointsin the network, rather like dialing a phone call, before any data can be sent.
Like LAN switching, ATM’s advantages include very high speed, low latency, and
excellent price/performance, but ATM offers further benefits with its ability to carry
multiple different kinds of traffic including voice and video alongside data, with
guaranteed quality of service appropriate to each type of traffic.

ATM is starting to be deployed quite widely in LANS, both as a high capacity LAN
backbone, and to support demanding desktop applications.

LAN Emulation over ATM

Powerful though it is as a networking technology, ATM would have no interest for the
network planner if it were not able easily to be integrated with existing LAN
technologies, and support existing LAN applications. Since ATM isbased on a
connection-oriented cell transport, it is not obvious how it can be madeto fitin a
world that is dominated by the connectionless frame transport provided by Ethernet,
Token Ring and FDDI.

The most popular solution to this problem currently is known as LAN Emulation over
ATM. In thisscheme, Ethernet and Token Ring frames are transported over ATM by
segmenting compl ete frames, including source and destination MAC address headers,
into streams of ATM cells, and mapping destination MAC addresses into the Virtual
Circuit numbers that are used to address the ATM cells. Since this technique makes
an ATM network into a transport for Ethernet and Token Ring frames, it can be
treated asif it were areal Ethernet or Token Ring network (albeit avery fast one) by
LAN switches and routers attached to it.

Furthermore, asingle ATM network may support multiple Ethernet and Token Ring
broadcast domains, each of which can be regarded as a separate emulated LAN, and
these emulated LANSs can be thought of as equivalent to Virtual LANs in the frame-
switching world.
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With the ATM network configured to support one or more emulated LANS, we can
connect existing physical LANsto it by means of either switches or routers. LAN
switches that support an ATM interface with LAN Emulation (LANE) will simply
treat this port as a very fast Ethernet or Token Ring connection, and will switch
framesto it according to the addressing or source routing information in the frames.
This kind of switch will be able to make connections between multiple VLANSs on the
Ethernet or Token Ring side with multiple Emulated LANS (ELANS) onthe ATM
side. Generaly, each VLAN will connect to one ELAN, so that the broadcast domain
created by the VLAN across the frame-switched network now extends viathe ELAN
into the ATM world.

Equally, routers with ATM connections that support LANE could be used to connect
existing LANsto an ATM network, although here, the speed advantages of the
switched network are likely to be compromised by the performance limitations of the
router.

When considering how routing should be deployed in a switched LAN that
incorporates ATM with LAN Emulation, all we need to do is to think of the Emulated
LAN as an extension of the physical switched Ethernet or Token Ring LAN.
Following the recommendation made in the previous section, the routing function is
best deployed in a centralized fashion at a handful of pointsin the switched LAN, and
for best performance it should be attached directly to the high speed switched ATM
backbone — in the form of a*“one-legged router” with ATM interface, or integrated
into the ATM switches themselves.
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Figure 9: ATM Backbone with One-Legged Router
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Multi Protocol over ATM

LAN Emulation provides a simple and effective solution to the problem of integrating
ATM with existing switched LANSs, allowing switched connections be built between
Ethernet and Token Ring networks and ATM, with support for existing LAN
applications regardless of the network layer protocol they use. However, LANE still
suffers from the same limitation we see in switched LANS: that we cannot
communicate between two stations with different |P subnet addresses without passing
through at least one router.

Work is currently in progress on a new standard for ATM networking which aimsto
address this limitation. The work isinitially focused on IP, but aims eventually to
provide solutions for other widely-used protocols — hence the name Multi Protocol
over ATM (MPOA). With MPOA, IP frames are carried directly in ATM cells
without the overhead of Ethernet or Token Ring MAC headers imposed by LANE.

A declared aim of MPOA isthat any two stations connected by a switched network
should be able to communicate without the need for arouter to forward packets
between them, regardless of their IP address. The fact that the work on MPOA to
achieve this aim is proceeding with the enthusiastic support of major router vendorsis
aclear vindication of the position taken by this paper: that it is far preferable for end
stations in a network to intercommunicate directly via switched connections rather
than via arouter.

At the time of writing, there are still many detailed aspects of MPOA to be worked
out, but the broad principles are fairly well established. The implementation of
MPOA involves changes to the behavior of end station IP protocol stacks, aswell as
the introduction of a new kind of distributed route server function.

Current end station | P protocol stacks compare their own subnet address with that of
their intended target destination. If they are the same, the station concludes that its
target is on the same subnet as itself, and it then uses the broadcast Address
Resolution Protocol to find the MAC address of the target. If not, the station
concludes that the target is on a different subnet, which is only reachable via arouter,
and it therefore initiates communication with the target by sending packets to the
router.

With MPOA, the end station does not automatically send packets to arouter in order
to communicate with a station that is not on itslocal subnet. Instead, it queries a
route server which, in cooperation with other route serversin the network, holds
reachability information for al stations on the switched network. If it is possible to
reach the target station via a switched connection, the route server will respond with
the appropriate address information for the target and the requesting station can then
initiate communications with the target directly over the switched network.

While the direction of MPOA is clear, there is much work that remains to be
completed, both to deal with the operation of mixed Ethernet, Token Ring and ATM
networks, and to devel op the protocols used by the route servers to maintain
distributed reachability information. In the future, MPOA holds the promise for even
more effective exploitation of switching for fast, efficient networking, but for the time
being, the established standard for LAN Emulation provides the only realistic solution
for integrating ATM into existing switched LANSs.
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Conclusion

The introduction of switching changes the fundamental rules of LAN design.
Deploying this new technology wisely means taking full advantage of the virtues of
speed and simplicity that are inherent to switching. Using switching merely to
virtualize LANs around routers misses the point: switching is the new paradigm of
networking, and routing, though essential to the proper functioning of a practical
network, is no longer the axis around which all else revolves.

To summarize the main recommendations of this paper about the design of switched
LANSs:

o Connect al LAN segmentswith LAN switches, so that any station can reach any
other station without there being a router in the physical path.

o  Connect routers only to LAN switches, and to WAN links.

o Consider the traffic flows of all protocol types, to make sure that |P addressing
limitations aren’t forcing all other protocols to pass unnecessarily through
routers.

o UseVLANSs sparingly, both to minimize the burden of administering VLAN
configuration, and to minimize the amount of costly router capacity needed to
pass packets between VLANS.

o Choose LAN switches that support overlapping VLANS or intelligent broadcast
control features to enable larger, flatter switching domains to be constructed
without broadcast problems.
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